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OINIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEICIICHHUS.

ABTOMATH3MPOBAHHASA CHCTeMa — CHCTEMA, COCTOsINasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peaau3yolas HHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBJICHHBIX ()YHKITHA.

AyTeHTH(PUKALIMSA OTHPABUTEJISA JAHHBIX — IIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be30nmacHOCTh MEPCOHANBHBIX [JAHHBIX — COCTOSHHE 3allUIIEHHOCTH
MEPCOHATBHBIX  JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BATENCH,
TEXHUYECKUX  CPEACTB M  HUHPOPMAIIMOHHBIX  TEXHOJOTUHA  O0OECTEeUUTh
KOH(UIEHITUATBHOCTh, IEIOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX JAaHHBIX TpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX.

buoMerpuyeckue mnepcoHAIbHbIC [JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKkTepu3yrT (HU3HOJIOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJIIOuUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
o0pa3 ceTuaTKH Tjla3a, OCOOCHHOCTH CTPOCHHS Tela M JAPYTrylo T0JI00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNepPCOHAJBHBIX JAHHBIX — BPEMEHHOE MpEeKpalleHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBbIA, IPOrPAMMHBIN) — HUCIOJIHIEMBbII MPOrPAMMHBII
KOJI WJIM MHTEPIPETUPYEMBI HA0Op MHCTPYKIIMH, 00Iafaonuii CBOMCTBAMHU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyOMUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIaJbHEHIIEMY paclpOCTPaHEHUI0 U CaMOBOCIIPOU3BEE-
HUIO.

BpenonocHasi nporpaMmma — rporpaMmma, IpeiHa3HaueHHas JJIsl OCYIEeCTB-
JICHUS HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA NEPCOHAIIbHBIC

JAaHHBIE WM PeCypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATILHBIX JaHHBIX.



BcnoMoraresibHble TeXHHYECKHE CPeICTBA U CHCTeMbl — TEXHUYECKUE
CpEICTBa M CHUCTEMBbI, HE MpeaHa3HAuYCHHbIC Ui Tiepeadn, 0OpabOTKU U XpaHEHUS
NEPCOHAJBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMU U CHCTEMaMH, IIPeIHA3HAYCHHBIMU I 00paOOTKH MEePCOHATBHBIX JTaHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJICHBI MH(MOPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JaHHBIX.

JlocTynn B ONepalMOHHYI0 cpely KOMNbloTepa (MH(pOpPMALHOHHOI
CHCTeMbI MEPCOHAIBHBIX JaHHBIX) — TIOJIy4YeHHEe BO3MOXKHOCTH 3allycka Ha
BBINIOJIHEHWE INTAaTHBIX KOMaHI, (YHKIHWM, TMPOLETYp OMEPAlMOHHON CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIICHNsT M T.1.), UCIOMHIEMbIX (hailioB
MPUKJIATHBIX TIPOTPAMM.

Jloctyn K uHGoOpManMu — BO3MOXXHOCTh TMONydeHHs] MH(OPMAIMU U €€ HC-
M0JIb30BAHUSI.

3ak1a04H0e YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MHPOPMALIH, CKPBITHO
BHEJPSEMbIM  (3aKJIabIBAEMbIii WJIM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uHpopManmu (B TOM YHCIIE B OTPaXKICHUE, KOHCTPYKIIHIO, 000PYI0BaHHE, TTPEIAMETHI
WHTEPhEpa, TPAHCIIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHUE CPEACTBA U CHUCTEMBI
00paboTKN HH(POPMALIHH).

3amumaemasi nagpopmanusa — uHPOpMALIUS, SBISFOIIASCS MPEAMETOM COO-
CTBEHHOCTH M TIOMJIeKaIlasl 3alldTe B COOTBETCTBUH C TPeOOBAaHMSMH TPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMHI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanusa — MpUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWICHTH-
dbukaropa u (WIM) CpaBHEHUE TMPEIBSIBISIEMOTO UAECHTU(UKATOpA C TIEpeUHEM
MIPUCBOCHHBIX UICHTH(PUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAIIBI, AKYCTUYECKHE, DJIEK-
TPOMAarHUTHBIE U JApyrue (HU3UYECKUE TOJISL, MO TMapaMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KoH(pUaeHIMaTbHAs nHpOpMaIys (TIepCOHATLHBIE TaHHBIS) 0OpadaThiBacMast

B MH(OPMAILIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.



HNudopmanuonHble TEXHOJOTHM — TPOLIECCHI, METObI MOMCKA, cOopa, Xpa-
HEHUsI, OOpaOOTKH, TPEIOCTABICHHS, PACIPOCTPaHeHNsT WH(OPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX IIPOLIECCOB U METOJIOB.

Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCII[In) —
COBOKYMHOCTb COJEpKaluXcsi B 0a3zax JaHHBIX [EPCOHANBHBIX JIaHHBIX H
o0ecreynBaIMnX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (Omepanuu) ¢
NEPCOHAILHBIMU JTAHHBIMHM, COBEPILIAEMBbIE OMNEPATOPOM B LEIAX HPHUHATHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBUM, NOPOXKIAIOIMINX OPUIAYECKUAEC
MOCJIEJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX JAHHBIX WA JPYTUX JIUI
J1M00 MHBIM 00pa30M 3aTparuBarolUX MpaBa U cBOOOAbI CyOBEKTa NEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

Hcrounnk yrpo3nsl 0e3onacHocT mHGOpMAIMU — CyOBEKT JOCTYyIIa, MaTe-
PUATHHBINA O0BEKT WM (DPU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(MOPMAITUH.

KonTpoaupyemasi 30Ha — NpOCTpaHCTBO (TEPPUTOPUS, 3AaHKUE, YACTh 3/1aHM,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHWE MOCTOPOHHUX
JIMLI, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MATEPUAITBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJIIOZIEHUST ONEPAaTOPOM MM MHBIM TOJIYYMBIIUM JOCTYI K MEPCOHAIBHBIM JaHHBIM
JMIIOM TpeOOBaHWE HE JOMyCKaTh WX pacnpocTpaHeHue Oe3 coriacus CyObeKTa
MIEPCOHATBHBIX JAHHBIX WM HAJIMYKS HHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) TN (DYHKITHOHATEHO-
pacrpeiefiecHHOe TIPOrpaMMHOe  (TIPOrpaMMHO-AIMIapaTHOE) CPENCTBO  (KOMILIEKC),
peanuzyrolee KOHTPOJIb 3a HH(OpMALIEH, TOCTYTAoIeH B UHPOPMAIMOHHYIO CUCTEMY
MIEPCOHAIBHBIX JAHHBIX M (MJIH) BBIXOSIICH 13 HHPOPMAITMOHHON CHCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3HYECKOE JIULIO,

CITy4allHO WJIM MPEIHAMEPEHHO COBEPILIAIOIICE ACHUCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCS



HapyIlIeHne Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX TPH MX OOpabOTKE TEXHUUYECKUMHU
cpeacTBaMH B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JAHHbBIX.

HeaBromMaTu3upoBaHHasi o00pa00TKa MNEPCOHAJBHBLIX JAHHBIX —
00paboTKa MEePCOHANBHBIX JTaHHBIX, COACPKAIIUXCSI B MH(POPMAILIMOHHOM CUCTEME
NEPCOHANIBHBIX JAHHBIX JUOO M3BICUEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAECTCS
OCYILIECTBICHHOMN 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMATHU3ALNHU
(HEaBTOMAaTU3MPOBAHHOM ), €CIIM TaKW€ JEHCTBHSI C IEPCOHATBHBIMU TAHHBIMU, KaK
UCIIOJIb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHUE, YHUUYTOKEHUE NEPCOHAIBHBIX
JAHHBIX B OTHOLIEHWM KaXJOr0 M3 CYOBEKTOB IEPCOHAIBHBIX JAHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenexnapupoBaHHble BO3MOKHOCTH — (DYHKIMOHAJIbHBIE BO3MOXKHOCTU
CPEICTB BBIYMCIMTEIBHOM TEXHUKH, HE OIMCAHHbIE WIM HE COOTBETCTBYIOLLME
OIMCAHHBIM B JIOKYMEHTAllUH, NP WCHOJB30BaHUHA KOTOPBIX BO3MOYKHO HapyILICHHE
KOH(UJICHIMAIBHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTH 0OpabaThiBaeMOM  HH-
dbopmanuu.

HecaHKIMOHUPOBaHHBIN JOCTYNl (HECAHKIIMOHUPOBAHHBbIE JACHCTBUS) —
JOCTyN K MH(OpMAIMK WK JEUCTBUSL ¢ UHGOpPMALIME, HapyIIAloe MpaBuia pas-
IPaHUYEHHs JOCTyNla C HCHOJB30BAHMEM IITATHBIX CPEICTB, IPEAOCTABISAEMBIX
UH(OPMAITMOHHBIMUA CHUCTEMaMH MEPCOHABHBIX JIAHHBIX.

Hocurens undopmanum — Gu3nyuecKoe JMIO WIM MaTepUaIbHbIi OOBEKT, B
TOM 4HCIIe (PU3MYECKOE T0JIe, B KOTOPOM MH(POpMAIHs HAXOUT CBOE OTPAKEHUE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUI U MPOLECCOB, KOIMYECTBEHHBIX
XapaAKTEPUCTUK (PU3NUECKUX BEIHUHMH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [aHHBIX — JCHUCTBUS, B peE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BaHUS JIOMOJHUTEIbHON
uH(OpPMAITUU OTIPEJEIUTh MPUHAJIC)KHOCTD MTEPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CYOBEKTY MEePCOHATbHBIX JaHHBIX.

OO0paboTka MepCOHAJBHBIX JaHHBIX — JI000€ JeiCTBUE (Oomepaius) uiu
COBOKYITHOCTb JAECHCTBUI (omepaluii), COBEpIIaeMbIX C UCIOIb30BAHUEM CPEICTB

aBToOMaTu3alnym HJn 0e3 HCHOJb30BaHUS TaKUX Cpeacts € ICPCOHAIBHBIMU



JaHHBIMHU, BKJIOYash cOOp, 3amuch, CHCTEMATH3allMIO, HAKOIUIEHWE, XpaHEHHE,
yTOUHEHUE (OOHOBIIEHHME, U3MEHEHME), M3BJICUEHHUE, HCIIOJIb30BaHUE, Mepeaady
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NInYuBaHue, OJOKHPOBAHHE,
ylajeHue, yHHUTOKEHUE TIePCOHAIbHBIX JAHHBIX.

OOmenocTynHbie MNEepPCOHAJNbHbIE JaHHbIE — TEPCOHANbHBIC JaHHBIE,
JIOCTYIl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTaBIEH C COTIJacus
CyObeKTa TMEpCOHAIbHBIX JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C
dbenepalbHBIMU  3aKOHAMH HE PacHpOCTpaHseTcss TpeOoBaHUE COOJIIOICHUS
KOH(pHIEHIIMAIBHOCTH.

Oneparop (MepcoOHAJBHBIX [TAHHBIX) — TOCYHApCTBEHHBIM OpraH,
MYHULIMIIAJIbHBIA OpraH, IOpUANYECKOe WIN (PU3HUECKOE JIULO, CAMOCTOSATEIbHO
WIM COBMECTHO C JAPYTMMH JIMIIAMH OpPraHU3yIOIME U (WJIM) OCYLIECTBIISIOLINE
00pabOTKy MEpPCOHAIbHBIX JAaHHBIX, a TAKXKE ONpPEIEISIIOIMINE LEean 00paboTKU
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOJIEKAIINX 00padoTKe,
nercTBuUs (omepalum), CoBeplacMble C IEPCOHATIBHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa HMHPOPMALUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAAHHBIX — CPEJCTBA BBIUMCIUTEIHLHOW TEXHHUKH, WH(OPMAIOHHO-BBIYUCIUTENHHBIC
KOMIUIEKCHI ¥ CETH, CPEZICTBA M CUCTEMBI Iiepeiaud, pruema u oopadotku [1/1H (cpencra
Y CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHMs, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3rOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUYECKHUE CPEICTBa 0OpabOTKM peyeBoM, rpaduueckoid, BuIeo- U OyKBEHHO-
UQppoBoi HHPOPMAIMHK), TPOTPaAMMHbBIEC CPEJICTBA (OTEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIIpaBjieHusa 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3AIUTHI MH(POPMALMH, IPUMEHSIEMbIE B
UH(POPMAITIOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HENpaBOMEPHOE MOJIyueHHE HH(GOpPMAIUU C
UCIIOJIb30BaHUEM TEXHUUYECKOIO CpEJICTBA, OCYIIECTBIAIONIEr0 OOHApyKeHHE,
npueM 1 00paboTKy MHGHOPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIE — J100ass MHPOpPMALIUS, OTHOCAIIAACA K TMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WM OINpeAensieMoMy (PU3NYECKOMY JIHILY

(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);



Ilo0ouHbIe  3JIeKTPOMATHMTHbIE  W3JIyYeHUSI M  HABOAKH  —
AJIEKTPOMArHUTHBIC M3IYYCHHS] TEXHHMUYECKHX CPEACTB O0OpaOOTKH 3alTuIaeMon
uH(poOpMalMK, BO3HHMKAIOIIME Kak [OOOYHOE  SIBJICHWE W  BbI3BaHHbBIC
ANEKTPUUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIIMMU B UX JIEKTPUUECKUX U MarHUTHBIX
LEIsAX, a TAKXKE AJIEKTPOMAarHUTHBIE HABOJKU 3THX CUTHAJIOB Ha TOKOMPOBOJSIINE
JIMHUU, KOHCTPYKIIUU U LETH MUTAHUS.

IMonmuTka  «YHCTOr0  CTOJA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEpOTPUATUNA, KOHTPOJUPYIOMIMX OTCYTCTBUE 3alMChIBAHMS Ha OyMa’KHbIE
HOCUTENM KIIIO4el W aTpuOyTOB JocTyna (mapoJieil) W XpaHEHUs MX BOJIU3U
00BEKTOB JOCTYIIA.

[Hoab30BaTes b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4yacTBywollee B (PYHKIMOHUPOBAHUM HUHPOPMAIIMOHHOM  CHCTEMBI
MIEPCOHATBHBIX JAHHBIX WJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHMyYeHusi 10CTYNa — COBOKYITHOCTb MPABUII, PErJIAMEHTHU-
PYIOLIUX IpaBa JOCTyna CyObeKTOB JOCTyIa K 00bEKTaM JI0CTyTa.

IIporpammHuas 3aKJjiajika — KO IPOIPAMMBI, ITPEIHAMEPEHHO BHECEHHBIN B
porpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATH, YHUUTOXHUTh
UHOOPMAIUIO WIH YHHUUTOXHUTh U MOJIU(DUIIMPOBATH MPOrpaMMHOE oOecIiedeHue
UH(OPMAITMOHHONW CUCTEMbI MEPCOHAIBHBIX JIAaHHBIX W (WiIH) OJOKMpOBATH ara-
paTHbIE CpPE/ICTBA.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4yeckoe)  BO3JaeilicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBME HAa  PECypchl  aBTOMAaTU3WPOBAHHOMU
MH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HCMOJb30BAaHUEM BPEIOHOCHBIX
pOrpamMM.

PackpbiTHe NepCOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WM CllydaiiHOe
HapylieHne KOHOUICHIINATEHOCTH MEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHue nepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HANPABICHHBIC

Ha paCKpbITUC IICPCOHAJIBHBIX JAaHHBIX HCOIIPCACICHHOMY KPYT'Yy JIMII.



Pecypc nHpopManinoHHO# CHCTEeMBbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmnapaTHoro o0ecrnieueHus (YHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KAaTerOPHMH MNEPCOHAJIBHBIX [AHHBIX — IIEPCOHAIBHBIC
JTAaHHBIE, KACAIOIMEeCs PAacOBOM, HAIIMOHAIBLHON MPUHAIIICAKHOCTH, MOTUTHIYECKUX
B3TJISIIOB, PEITUTHO3HBIX WM (PUIOCOPCKUX YOk ICHUM, COCTOSHUSL 3/I0POBbS U
WHTUMHOM JKM3HU CyOBEKTa MePCOHATBHBIX JTAHHBIX.

CpeacrBa BbIYMCIUTEIbHONH TEXHUKHU — COBOKYITHOCTh ITPOTPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKM JAaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIUX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JMIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS PABWIIAMH pa3rpaHUYEeHHs J0CTyMa.

TexHuveckuil KaHaa yredkd MHGPOPMANNH — COBOKYITHOCTh HOCUTENS WH-
dopmarmu  (cpenctBa 00paOOTKH), (PU3MUECKON cpembl pacnpocTpaneHus HHDOp-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JOOBIBAETCS 3allMIaeMas HHPOpMaIiusl.

TpancrpanuyHnasi mnepegadya NepPCOHAJBHBIX JAaHHBIX — Tiepenada
NEPCOHANIBHBIX  JIaHHBIX olmepatopoM 4yepe3 [ocygapcTBEHHYIO TpaHHILY
Poccuiickon ~ @enepaumu  OpraHy  BJIIACTM  MHOCTPAHHOTO  T'OCYAapCTBa,
bu3MYeCKOMY WJIH IOPUANYECKOMY JIMIy MHOCTPAHHOTO TOCYapCTBa.

Yrpo3sl 0€301aCHOCTH NEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUHM U
(aKkTOpOB, CO3AIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHMCJIE CIIy4aiHOTO,
JIOCTYTIA K MEPCOHAITBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOTIO MOKET CTaTh YHUUTOKEHHE,
W3MEHEHNUE, OJIOKUPOBAHUE, KOTIMPOBAHHUE, PACIIPOCTPAHEHUE MTEPCOHATBHBIX JAHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUM TIpU MX 00paboTKe B MH(DOPMAITMOHHOM
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUUTOKEHHE TEePCOHANbHBIX [JaHHBIX — JICHCTBUS, B pE3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MO>XHBIM BOCCTAHOBUTBH COJIEPKAHUE MEPCOHAITBHBIX
JAHHBIX B WH(GOPMAIIMOHHOW CHCTEME IMEePCOHAJBHBIX JaHHbIX W (WiIu) B
pe3yabTare KOTOPBIX YHUUTOXAKOTCS MaTEpUaIbHbIE HOCUTEIU MEPCOHATBHBIX

JaHHBIX.
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Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHne H(OPMALIMKM OT HOCHTENS 3aIlMIIaeMoil HHGOp-
MalMKu 4Yepe3 (PU3MUECKYl0 cpeay 10 TEXHHYECKOTO CpEJCTBA, OCYLIECTBIIIOLIETO
nepexBaT HHPOpMaIIH.

Ys3BUMOCTB — CI1a00CTb B CPECTBAX 3ALIUTHI, KOTOPYO MO>KHO MCIIOJIb30BaTh
JUTs1 HApYLLIEHHsI CUCTEMBI WM COZIEp Kallieiicsl B Hel MH(pOpMaLiH.

HesocTHOCTH HHpOPMAIIUN — CITIOCOOHOCTH CPEACTBA BHIYUCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECIEUMBATH HEM3MEHHOCTh MH(OPMAIIIH B

YCIOBHSAX CITyYaitHOTO W/WJIM MPEAHAMEPEHHOIO NCKKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHUBHpPYCHBIE CPE/ICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnoMoraTeibHbI€ TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MIEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENbHAS CETh

MD — MexceTeBo 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYII

OC — onepanoHHas cucTema

[1/TH — nepcoHaNTbHBIE JAHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[1O — nporpamMmMmHOE obecrieueHue

[I3MUH — no6ouHbIe 371eKTPOMArHUTHBIC N3Ty4YEHUs 1 HABOJIKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpeacTsa 3a1uThl HHPOPMaLUU

C3I1dn — cucremMa (moicucTeMa) 3ailyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema oOHapyKeHUs1 BTOPKEHUN

TKY U — Texanueckre KaHaibl yTeUKy uH(popMarmm

VBIIIH — yrpo3bl 6€30MacHOCTH TIEPCOHAIBHBIX JAHHBIX

11
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BBEJAEHUE

Hacrosimass Ilomutuka wuHOpManmoHHOM  Oe3omacHOCTH  (fmaiee —
[TonmuTrka) MyHUITUTIATHHOTO OIOHKETHOTO YUYpEeKIeHUsS Eropibikckoro paiioHa
«IleHTp conuanbHOTO OOCITYKUBAHMS TPAXKIAH MOKUIOTO BO3pAcTa U MHBAIHIOB)
(manee — MBY EP «IICOTI'TIBul»), siBisieTcst opUIHaIbHBIM TOKYMEHTOM.

[lonutnka pa3paboTaHa B COOTBETCTBMM C LESIMH, 3aJadyaMud MU
IpUHIIMIAMU o0ecriedeHus: 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX U3JI0KEHHBIX B
[Tonoxenun napopmanronnoi 6ezonacHoctu UCII[Ia MBY EP «[ICOI'TIBull».

[Tonutuka pa3paboTaHa B COOTBETCTBUHU ¢ TpeOoBaHUAMH DenepaibHOTO
3akoHa OoT 27 utosst 2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIXY.

B Tlonutuke ompenenenbl TpeboBanus k mnepcoHany WCIIIH, cteneHs
OTBETCTBEHHOCTH  TI€pPCOHANa, CTPYKTypa U  HEOOXOJWMBI  YpOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHBIE  OOS3aHHOCTH  COTPYIHHUKOB,

OTBETCTBEHHBIX 3a 0OecreueHrue OE30I1aCHOCTH IICPCOHAJIBHBIX TAHHBIX B I/ICHHH

MBY EP «I1COI'TIBul».
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1.001mue mos1okeHus
Henpro Hactosmier Ilomutukm, sBIsgeTcs oOecleueHne Oe30MacHOCTH

o0bekToB 3anmthl MBY EP «lJCOI'TIBull» oT Bcex BHIOB yrpo3, BHEIIHHX U
BHYTPEHHHUX, YMBIIUICHHBIX M HEMPEAHAMEPEHHbIX, MHUHHMH3alUs yliepbda oT
BO3MOXKHOM peanuzaiuu yrpo3 6e3onacuoctu [1/1n (YBITOH).

be3onacHOCTh TMEpPCOHANBHBIX JAHHBIX JIOCTHTACTCSl MYTEM HCKIIOYEHUS
HECaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOro, JOCTyHa K MEPCOHAIbHBIM
JaHHBIM, pE3yJBTaTOM KOTOPOTO MOXKET CTaTh YHHYTOXXECHHE, H3MEHEHHE,
OJOKupOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHCHHUE TIEPCOHATBHBIX JaHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JECHCTBUH.

WNudopmaiius u cBs3aHHBIE C HEMl pecypchl JODKHBI OBITh MOCTYIHBI IS
aBTOPU30BAaHHBIX MOJb30BaTeNel. JOMDKHO OCYLIECTBIATHCS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOMKHO  OCYIIECTBIATHCS  NPEJOTBpAIICHUE TMPEAHAMEPEHHBIX  WJIH
CIIy4ailHBIX, YACTUYHBIX WJIM MOJTHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DUKAIIUN WK
YHUYTOXCHUS JaHHBIX.

CoctaB 00BEKTOB 3amuThl npenactaBieH B «llepedyHe mnepcoHaNbHBIX
JAHHBIX, TIOJIJICKAIIHNX 3aIIATE.

CocraB UCIIIx nognexamux 3amure, npeacrtapiieH B «llepeune UCITIa».
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2.006aacThb AeicTBUSA
TpeboBanus Hacrosmeid [loauTuku  pacnpocTpaHsIOTCS HA  BCEX

corpynaukoB MBY EP «IICOI'TIBull» (mraTHbIX, BpEMEHHBIX, pabOTaIOIMINX 10

KOHTPAKTY H T.I1.), @ TAK)KE BCEX MPOUYUX JIUL (MOAPSATINKHA, Ay TUTOPHI U T.I1.).
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3.Cucrema 3alIUTHI EPCOHAIBHBIX TaHHBIX
Cucrema 3amuthl nepcoHalnbHbiXx JaHHbIX (C3II/IH), cTpouTcs Ha

OCHOBAHUU:

— MHWrorosoro otuera 06 oo6ciaemoBannu UCII/H;

— Oryera 0 pe3ynbTaTax MOPOBEACHUSI  BHYTPEHHEW MPOBEPKHU
3amuThl [11H Ha OyMaXkKHBIX HOCUTEISIX.

— Ilepeuns nepcoHaIbHBIX TAHHBIX, TOMJICKAINX 3aAIIUTE;

— Axra xnaccupukanuu HHPOPMAITMOHHOW CHCTEMBI MIEPCOHATBHBIX
JAHHBIX;

— Mogenu yrpo3 6e30MacHOCTH EPCOHATBHBIX JAHHBIX;

— Martpuupl JOCTyTa MOJIb30BATENEH K 3aIIHUIIAEMbIM
uHpopmanmonnsiM pecypcam UCITIH;

— PyxkoBomsamumx nokymentoB ®CTIOK u ®Cb Poccun.

Ha ocHOBaHuM STHUX JOKYMEHTOB OIpeesseTcsi HeoOXOIUMbIH YPOBEHb
samumeHHocTy I1/In kaxmon MCII/Inx MBY EP «COI'TIBuld». Ha ocHoBaHnuu
aHanM3a aKTyallbHbIX yrpo3 Oe3omacHoctu IIJIH ommcanHoro B Mojaenu yrpos,
JieaeTcs 3aKII0UeHNEe 0 HEOOXOIMMOCTH UCTIOIB30BAHMS TEXHUYECKUX CPEICTB U
OpraHU3AllMOHHBIX MEpOomnpuaATHil s oOecrneuenuss Oe3omacHoctu  [1/1H.
Bri6panable HEOOXOIUMBIE MEPOIpUsATUs oTpaxkaroTcsi B «Ilmane meponpustuii
1o ooecreueHu o 3amuThl 11y,

Jnst UCITJIH nomxeH ObITh COCTABJIEH CIUCOK MCIOIb3YEeMbIX TEXHUUECKUX
cpenctB 3amuThl (najgee - CHOHCOK), a Tak >K€ MPOTPAMMHOIO OOECICYCHHS
yudactBymomiero B oopadotke I1J[H, Ha Bcex anementax UCII/H:

— APM nonp30Barenei;

— CepBepa NpUiI0KEHUH;

— CVYbB/;

— I'panuna JIBC;

— KananoB mnepemaun B ceTd OOILIEro TMOJBb30BaHUSA U (WUJIN)

MEXyHApOJHOTO 0OMeHa, ecliv 1o HuM nepenatorcs [1J]H.
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B 3aBucumoctu ot ypoBHs 3amuiieHHocTd VMCIIJIH u akTyanbHBIX yIrpos,

C3I1/IH MOKeT BKJIIOUYATh CJIECIYIOIINE TEXHUUYECKHUE CPEICTBRA:

AHTUBUPYCHBIC CPEACTBA sl padOYMX CTAHIMKM MOJb30BaTeNiel U
CEPBEPOB;

CpElICTBAa MEKCETEBOI0 SKPAHUPOBAHUS;

cpenctBa  Kpunrorpadguuecko 3amuThl  UHPOpMALUU, MpU

nepeaadc SaI[IHHlaeMOﬁ I/IH(bOpMaHI/II/I I10 KaHaJIaM CBs3H.

Tak e B CIHCOK JOJIKHBI OBITh BKJIIOYCHBI (bYHKI_II/II/I 3alllUThI,

oOecrneynBaeMble INTATHBIMU cpcacTBaMu O6pa6OTKH HI[H OIICpallMOHHBIMHU

CHUCTCMaMUu

(OC), mnpuknagaeiM [0 w  choenuadbHBIMH — KOMILJIEKCAMU,

peanu3yoMMU cpeACcTBa 3alUThl. CIUCOK (QYHKIIUHI 3alIUTHl MOXKET BKJIIOYATh:

Criicok

MEPOIPUATUN

YIPaBJIEHUE U pa3TpaHUYCHUE TOCTYyIIa II0JIb30BATEIIEH;
PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOopMaIme;

00ecreynBaTh LEITOCTHOCTh JAHHBIX;

MIPOU3BOAUTH OOHAPYKEHUN BTOPKEHUU.

UCIIOJIB3YEMBIX TEXHUYECKHX CPEACTB oOTpaxkaercs B «llmane

1o 0O0€ecCIeYeHHIO 3alllUTbl IICPCOHAJIBHBIX OaHHBIX). Crmmcok

HCIIOJIB3YCMBIX CPCACTB JOJIZKCH MOAACPKUBATLCSA B aKTyaJIbHOM COCTOSHHUU. HpI/I

W3MEHEHHUM COCTaBa TEXHHUYECKUX CpEACTB 3amuThl wiud syemeHtoB MCII/IH,

COOTBCTCTBYIOIIIHNEC N3MCHCHUS JOJIKHBI ObITh BHECeHBI B CIIHCOK U YTBCPIKICHBL

pykoBoautenem MBY EP «IICOI'TIBuld» wunum numom, OTBETCTBEHHBIM 3a

obecnieueHue 3ammThl [1/1H.
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4. TpedoBanus k nogcucremam C3I1/In
C3I1/Ix BrIIIOYAET B ce0s1 CAEAYIONIUE TOACUCTEMBI:

— YIpaBJE€HUS JOCTYIIOM, PETUCTPALIMN U yUETa;
— o0ecrneyeHus NEIOCTHOCTH U IOCTYITHOCTH;
— AHTUBHPYCHOM 3aIlINTHI;
— MEXCETEBOr0 3KPaHUPOBAHUS;
— aHaJINA3a 3alUIICHHOCTH;
— O0OHapy’KEHUsl BTOPKEHUI;
— KpunrorpapuuecKkon 3aliuThl.

[Moacucremsr C3II/IH uMerOT pazinyHblid (PYHKIIMOHAT B 3aBUCUMOCTH OT
knacca  (ypoBHs 3ammiueHHoctu) WCIIJIH, onpeneneHHoro B «AKTe
KJIacCU(pUKAIUU HUHPOPMAIIMOHHON CHUCTEMBI MEPCOHANIBHBIX JaHHBIX». CHHCOK
cootrBeTcTBUs (PyHkumii moacucrtem C3IIJIH kiaccy (ypoBHIO) 3alIUIIEHHOCTH
IPEACTABIEH B TEXHUYECKOM 33JaHWM HA IIOCTPOCHUE CHUCTEMBI 3alUThI
uH(popMauu.

HOI[CI/ICTCMBI YIIPAaBJICHUA JOCTYIIOM, PCTHUCTPAIINN 1 YUCTaA

[ToncucreMa ympaBieHHUs AOCTYIIOM, PETUCTpPAllMU U y4yeTa MpeaHa3HaueHa
JUISL peau3aiiu ClAeayommuX QyHKIuI:

— wuAeHTU(PUKAIIMA U TPOBEPKA MOIJIMHHOCTU CYOBEKTOB JOCTyIa
npu Bxozae B UCII/H;

— wuAeHTU(UKAIMK TEPMHUHAIOB, Y3JIOB CETH, KaHAJIOB CBS3H,
BHEIIHUX YCTPOMCTB IO JOTUYECKUM UMEHaM;

— UACHTU(HUKAIMK ITpOrpaMM, TOMOB, KaTajloroB, (haijioB, 3amuce,
IIOJICH 3aIMCEH 110 UMEHAaM;

— perucTpanuu Bxoja (BbIX0/Aa) CyOBEKTOB JOCTyNa B cCUCTEMY (M3
CUCTEMBI), JHOO pEerucTparusi 3arpy3kd W HWHUIMAIN3alun
OTEPAIMOHHON CUCTEMBI U €€ OCTAaHOBA.

— PETUCTpallM  TOMBITOK  JOCTYNa  MPOTPaMMHBIX  CPEJICTB

(mporpamm, TIPOIIECCOB, 3a/1a4, 3aJJaHUI) K 3alTUIIIaeMbIM (ailiam;
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— PperucTtpanuy IOMNBITOK JOCTyla MPOTPAMMHBIX CPEICTB K
TEpMUHAJIAM, KaHAJIAaM CBS3M, NpOorpaMmaM, TOMam, KaTajoram,
daiinam, 3aIIUCAM, MMOJISIM 3aITUCEH.

[Toncucrema ynpaBieHus JOCTYIIOM MOXKET OBITh peain30BaHa C MOMOIIBIO
MTAaTHBIX cpencTtB oOpabotku [IJ[H (omepallMOHHBIX CHUCTEM, MPUIOKCHHN U
CYB/M). Tak e MOXeT ObITh BHEAPEHO CHEIUATbHOE TEXHUYECKOE CPEACTBO UITU
UX KOMIUIEKC OCYIIECTBISIONINE JOMOJHUTENbHBIE MEPhl M0 ayTeHTU(UKAIUU U
KOHTpONt0. Hampumep, npuUMEeHEHWE EAWHBIX XPAHWIUI] YYETHBIX 3alHCEen
I10JIb30BaTENCH 51 pErUCTpaOHHOU uHdopmanuu, HCIIOJIb30BAHUE
OMOMETPUYECKUX M TEXHMYECKHX (C MOMOUIBIO DJIEKTPOHHBIX MPOITYCKOB) MeEp

ayTeHTU(UKALIMKA U JTPYTHX.

HOI[CI/ICTeMa obecrieueHus OEJIOCTHOCTHU M JOCTYIIHOCTH

[Toncucrema oOecriedeHUs] MEIOCTHOCTH M JOCTYIMHOCTH TpeJHa3HAYeHa
Uil o0ecriedeHusl 1LeJOCTHOCTH W jaoctynHoctd II/lH, mporpamMMHbBIX U
anmnaparabix cpeacts UCII[n MBY EP «IICOI'TIBull», a Tak e CpeicTs
3aIlUTHI, PU CITYYalHON WM HAMEPEHHON MOAN(UKAIINH.

[Toncucrema peanu3yeTcs C  TMOMOLIBKO  OpPraHU3allUM  PE3EPBHOIO
KOMMPOBaHUs 00pabaThbIBaeMbIX JaHHBIX, a TaK e PE3ePBUPOBAHUEM KITIOUYEBBIX
sanemeHnToB UCII/IH.

IloacucTemMa aHTUBUPYCHOM 3aIINUTHI

[loncucremMa aHTUBUPYCHOM 3allUThl MpEIHA3HAUCHA JUIsl OOeCredeHUs
aHTUBUPYCHOM 3amuThl cepBepoB U APM monw3zoBarenein MCII[In MBY EP
«ICOI'TIBul».

CpencrBa aHTUBUPYCHOM 3alllMThl MPEIHA3HAYEHBl ISl peaIU3aluu
CIIEYIOIMIMNX (PYHKITHN:

— PE3UIACHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
— AHTUBHPYCHOE CKAaHUPOBAHUE;

— CKpHUNT-OJIOKHPOBAHUE;
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— ICHTPATN30BAHHYIO/YIATCHHYIO YCTaHOBKY/JIEUHCTAIUISAIIAIO
AHTUBUPYCHOTO TMPOAYKTA, HACTPOWKY, aIMUHUCTPUPOBAHUE,
IPOCMOTP OTYETOB M CTATUCTUYECKOW WH(GOpManuu 1Mo pabote
IPOAYKTA;

— aBTOMATH3WPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

— OrpaHWYCHHE TPaB IOJIb30BATEsl HA OCTAHOBKY HCIIOJTHIEMBIX
3aJad W W3MEHEHHUS HACTPOCK AaHTHBHPYCHOTO TMPOTPAMMHOTO
oOecIieucHu;

— aBTOMATHYECKHUH 3amyCK cpa3y IOCJe 3arpy3kd ONepaliMoOHHON
CUCTEMBI.

[Tomcucrema peanmsyeTcs MyTeM BHEIPEHUS CTCIIMATBHOTO aHTUBUPYCHOTO

nporpaMMHoro ooecrneuenus Ha Bce nemMenTsl UCI/IH.

HOI[CI/ICTeMa MCKCETCBOI'O DKPAHUPOBAHUA

[ToncrucreMa MEXCETEBOIO 3KPAHUPOBAHUS MPEAHA3HAYCHA ISl peaIn3auu
CIENYIOMMX (PYHKIHN:

— (QuabTpauUU OTKPHITOrO M 3amM(PpOBAHHOrO (3akpsiToro) IP-
Tpaduka 1o CIeayIuM NapaMeTpam;

— (Qukcanuu BoO BHyTPEHHUX XKypHaiax MH()OpMAUU O MPOXOIAIIEM
OTKpPBITOM M 3aKkpbIToM IP-Tpaduke;

— wuaeHTuUKanuu u ayTeHTU(UKAIUIO aJMUHUCTpPATOpa
MEXKCETEBOT0 IKpaHa MPH €ro JIOKAJIbHBIX 3alpocax Ha JOCTYII;

— peructpanuu BxoAa (BbIXOJAa) aJAMHUHUCTpPATOpa MEKCETEBOTO
AKpaHa B CUCTEMY (M3 CHUCTEMBbI) MO0 3arpy3Kd U MHULUATIU3ALNH
CUCTEMBI U €€ MPOrPaMMHOI0 OCTAHOBA;

— KOHTPOJIS IEJIOCTHOCTH CBOEHM MPOrpaMMHON M MH(POPMALIMIOHHON
YacTH;

— (uapTpauMy MaKeTOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIUX IS

JTMATHOCTUKY U YIIPABJICHUS paOOTON CETEBBIX YCTPOUCTB;
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— (QuapTpauMu € y4eTOM BXOAHOTO U BBIXOJHOTO CETEBOTO
uHTep(eiica Kak CpPeACTBO MPOBEPKU MOJJIMHHOCTH CETEBBIX
aZpecoB;

— PpErucTpalyMy M ydeTa 3alpalluBacMbIX CEPBUCOB IPUKIIATHOTO
YPOBHS;

— OJIOKMpOBaHMS JOCTyNa HEUACHTU(PUIHMPOBAHHOTO OOBEKTA WM
CyOBbeKTa, MOJUIMHHOCTh KOTOPOrO TpU ayTEeHTU(PUKAIUM HE
IIOATBEPANIIACH, METOJAMH, YCTOMYUBBIMU K IIEPEXBATY;

— KOHTpOJIS 32 CETEBOM aKTUBHOCTHIO MPUIOKEHUN U OOHApYKEHUS
CETEBBIX aTakK.

[logcucrema  peanu3yercss  BHEAPEHUEM  IIPOTPAMMHO-ANIMAPATHBIX
KOMIUIEKCOB MEKCETEBOTO IKpaHUpoBaHus Ha rpanule JIBC, knaccom He HUKe 4.

[loacucreMa aHanmM3a 3allUIIEHHOCTH

[Toncucrema aHanu3a 3alIUIIEHHOCTH, JOJKHA OOECIEUMBATH BBISIBICHUS
ySI3BUMOCTEH, cBsi3aHHbIX ¢ omnOkamu B KoHpurypamuu [1O0 UCIIAH, koTopsie
MOT'YT OBITh UCIIOJIB30BaHbl HAPYIIUTEIEM ISl peain3alliy aTakKu Ha CUCTEMY.

OYHKIMOHAJI TOJCUCTEMbl MOXKET OBbITh pealu30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-aNNapaTHbIMU CPEJACTBAMH.

[Toncucrema 0OHAPYKEHUS] BTOPKEHUM

[Toncucrema oOHapy)eHUSI BTOPKEHUMU, JTOJDKHA OOECIIEUHBATh BBISIBICHUE
cereBrlx arak Ha osnemeHTol WCIIJIH moakimtoueHHbIE K CETIM  OOIIEero
MOJIb30BaHMS U (WJIM) MEKTYHAPOIHOTO 0OMEHa.

OYHKIIMOHANI TOACUCTEMBI MOXET OBITh pEaTn30BaH MPOTPAMMHBIMHU U

MporpaMMHO-aIIapaTHBIMH CPCIACTBAMMU.
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Iloxcucrema KDHHTOFDEId)H‘-IGCKOfI 341U ThI

[ToacucreMa kpunTorpaduueckoi 3auThl IpeIHa3HAYEHA ISl UCKITFOUCHHUS
HCJ k 3amumaemoit uadopmaruu B8 UCIIIn MBY EP «[JCOI'TIBully», npu ee
nepegadyd MO KaHallaM CBA3M CeTedl  O0O0miero Imosib30BaHWs U (WJIK)
MEXIYHApOJITHOTO OOMEHa.

[loncucrema peanusyeTcsi BHEAPEHUS KpUNTOrpaduyecKux MpOrpaMMHO-

alraparHbIX KOMIIJICKCOB.
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S5.I1oan3oBaTesan UCIIIH
B Ilonoxxenun wuHGOpMalMOHHONW O€30MACHOCTH OMNPEICIICHBl OCHOBHBIC

KaTeropuu Tmojb3oBaTeneil. Ha ocHOBaHMM STHUX KaTeropuu JOJKHA OBITh
npousBeneHa Ttunmsauus nosb3oBatened MCIIIH, omnpeneneH HX ypOBEHb
JOCTYIIa ¥ BO3MOYKHOCTH.

B UCITJa MBY EP «[ICOI'TIBull» MOXHO BBIIETUTH CAEAYIOIINUE IPYIIIIbI
I0JIb30BAaTENEH, yUacTBYIOIIMX B 00paboTke 1 XxpaHneHuu [1/1H:

— Anmunuctparopa UCI/H;
— AaMuHHCTpaTOpa 0€30MacCHOCTH;
— Onmneparopa APM;

JlanHple O Trpylmax  [oOJb30BaTeNAX, YPOBHE HX JOCTyna H
MH()OPMUPOBAHHOCTHU JOJKEH OBITH OTpaXkeH B Marpuue aocTyna noJjib3oBaTesien
K 3allMIIaeMbIM HH()OPMAIMOHHBIM PECYPCOB.

Anmunucrparop UCTI/IH
Anvmunuctpatop HCII[In, corpymsauk MbBY EP «UICOI'TIBuly,

OTBETCTBEHHBIII 3a HACTPOMKYy, BHeapeHue u conpoBoxiaenne HWCII/H.
Ob6ecneunBaeT (HyHKIIMOHUPOBAHUE TOJICUCTEMBI yripaBieHnus noctyrnom UCIIIH
Y YIOJHOMOYEH OCYUIECTBJIATh MPEJOCTABICHUE W pa3TpaHUYEHUE JOCTYyIa
KOHeyHOro monb3oBarens (Omepatopa APM) k osiaemMeHTaM — XpaHSAIUM
NEPCOHAIIbHBIE IAHHBIE.
Anvunuctpatop HCII[H o6mamaer cieayoomuM YypOBHEM JOCTyma U
3HAHUM:
— oOnagaer MOJHOM HH(pOpMaIMed O CUCTEMHOM U MPUKJIATHOM
nporpaMMmHoM obecnieuennu UCITH;
— o0namaer moiHOW HWH(POPMAIMEH O TEXHUYECKUX CPEJICTBAX U
koHpurypaunu UCIIx;
— HMMEeT JOCTyIl KO BCEM TEXHHUYECKHM CpelcTBaM 00pabOTKu

nHpopmaruu 1 gaanabM UCTTH;
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— oOnagaer mpaBaMH KOHGUTYPUPOBAHHUS W aJIMUHUCTPATUBHOMN

HacTpouku Texunueckux cpeacts MCII/In.

AI[MI/IHI/ICTDaTOD 0E€30I1aCHOCTH

Anmunuctpatop Oe3omnacHoctd, cotpyanuk MBY EP «HCOI'TIBuly,
OTBeTCTBEHHBIN 3a  (QynkuuonupoBanue C3IIJIH, BkiIro4ass oOCITyKHMBaHHE U
HACTPOWKY aIMUHUCTPATUBHON, CEPBEPHON U KIIMEHTCKOW KOMIIOHEHT.

AnmunncTpaTop 0e30macHOCTH 00Ja/laeT CIEAYIOIMM YPOBHEM JIOCTyIA U
3HAHUM:

— obnanaer npaBamu Aamunuctpatopa UCIT/IH;

— obnanaert noiaHoit uHbopmanueit 00 UCIH;

— HWMeeT JOCTylml K CpeACcTBaM  3amuThl  HHPOpMAIMH U
POTOKOJIMPOBAHMS U K YaCTH KIt04YeBbIX 35ieMeHTOB UCIIIH;

— HE HuMeeT IMpaB J0CTyna K KOH(PUTYPUPOBAHUIO TEXHUYECKUX
CPEACTB CETU 3a UCKIIFOYEHUEM KOHTPOJIbHBIX (MHCIIEKIITMOHHBIX).

AnmuHHCTpaTOp 0€30MaCHOCTH YIIOJIHOMOYEH:

— peanu30BbIBATh TMOJUTUKH OE€30MaCHOCTH B YacTH HACTPOMKHU
CK3H1, MexceTeBbIX SKpaHOB M CHUCTEM OOHApyKEHHsI aTak, B
COOTBETCTBHUM C KOTOpPBIMH Tiosib3oBaTesb (Onepatop APM)
MoJIy4aeT BO3MOKHOCTh padbortath ¢ anementamu UCII/IH;

— OCYHICCTBJIATDL ayAUT CPCACTB 3allIUTEI;

Oneparop APM

Oneparop APM, cotpyauuk MBY EP «IICOI'TIBull», ocymectBisitoniumii

obpabotky IIJIln. OO6pabotka II/IH BkiItOYaeT: BO3MOXKHOCTH mpocmotpa I1/1H,
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pyunoii BBoa 1/l B cucremy UCIIIH, dopmupoBaHue crpaBOK M OTYETOB IO
uHpopMmaruu, nomydenHo u3z MCIIJ. Omnepartop He mMMeeT MOTHOMOYHMM st
yIpaBieHUs nojcucteMaMu 00padoTku gaHHbIX U C3I1/IH.

Omnepatop UCII/IH obmagaeT cieayronM YpoBHEM JOCTyA ¥ 3HAHUM:

— obmamaer BceMH HEOOXOJAMMBIMU aTpuOyTamMu  (Hampumep,
napojeM),  OO€ClNEeYUBAOIIMMH  JOCTYyH K  HEKOTOPOMY
noaMHoxecTBy [1/1H;

— pacrnonaraeT KOH()HUIEHINAIbHBIMU JTaHHBIMU, K KOTOPBIM HUMEET

JOCTYII.
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6.TpeGoBanus k nepcoHay no odecnedenuro 3amutsl [1/1n
Bce cotpynauku MBY EP «I1COI'TIBull», sBnsmonmecs mojib30BaTelIsIMU

NCIIJH, 10mKHBI YETKO 3HATh U CTPOTrO BBINOJHATH YCTAHOBJIEHHBIE MpaBUiIa U
00513aHHOCTH TIO JIOCTYIYy K 3alllMIIaeMbIM OOBEKTaM M COOIOJCHUIO MPUHSATOTO
pexuma 6e3onacHoctu I1/1H.

[Ipn BCTyIUIEeHMM B JOJDKHOCTH HOBOTO COTPYAHUKA HEMOCPEICTBEHHBIN
HaYaJIbHUK MOJpa3JeeHHs, B KOTOPOE OH MOCTYIAEeT, 00513aH OpraHu30BaTh €ro
O3HAKOMJICHUE C JOHKHOCTHOM HMHCTPYKLIHMEW M HEOOXOAUMBIMHU JOKYMEHTaMH,
perjlaMeHTUpYIoIUMHU TpeboBanus 1o 3amurte [1/]H, a Takke 0OydeHue HaBbIKaM
BBINIOJIHEHUS MPOLEAYDP, HEOOXOAUMBIX JJII CAHKIMOHUPOBAHHOTO HCIOIb30BAHHMS
NCITH.

CoTpyaHuK JOMKEH OBITh O3HAaKOMJIEH CO CBEACHUSMU HAacTOSLIEH
[Tonmutuku, npuHATHIX nporeAyp padoTs ¢ anemerntamu UCITdn u C3I11H.

Corpynauku MBY EP «IICOI'TIBull», wucnons3yronme TEXHUYECKUE
CpencTBa ayTeHTU(PUKALIUH, JIOJIKHBI o0ecreynBaTh COXPaHHOCTb
UAeHTU(HUKATOPOB (AIIEKTPOHHBIX Kitouei) u He nonyckath HCJ| k HuM, a Tak xe
BO3MOYKHOCTh MX YTE€pPU WJIM UCIOJIb30BaHUs TpeTbuMu nuuamu. [lonb3oBarenu
HECYT NEPCOHAIbHYIO0 OTBETCTBEHHOCTb 32 COXPAaHHOCTh UACHTU(UKATOPOB.

Corpynnuku MBY EP «IICOI'TIBull» noskHbI Ce10BaTh YCTAHOBIECHHBIM
npouenypaMm nojajaep:kaHus pexuma OesomacHoctr [I/IlH mpu  BbeiOOpe u
UCIIOJIb30BaHUU Taposied (ecii He UCHOJB3YIOTCS TEXHUYECKUE CpelCTBa
ayTeHTU(PUKALINH).

Corpynauku  MBY  EP  «IICOI'TIBull»  nmomkHbl  0OecrieyuBaTh
HaJISKAIYIO 3aIlIUTy 000pYIOBaHUs, OCTABIsIEMOro 0e3 MpUcMoTpa, OCOOEHHO B
TE€X Ccly4yasX, KOrja B IIOMEIICHHE HMEIOT JOCTYyIl IOCTOPOHHME Jnna. Bce
MOJIB30BATENM JOJKHBI 3HATh TpeboBaHus mo Oe3omacHoctu [1/IH u mpouemypbl
3alllUTl  00OpPYIOBaHMS, OCTABICHHOr0 ©0€3 MpPUCMOTpPa, a TakKKe CBOHU

00513aHHOCTH IO OOECIICUEHUTO TAKOU 3aIIMTHI.
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CoTpyaHuKaM 3ampemiaeTcss yYCTaHaBJIMBATH IOCTOPOHHEE MPOrPaMMHOE
o0ecrieyeHre, MOJAKIIOYaTh JIMYHbIe MOOWJIBHBIE YCTPONCTBA W HOCHTEIH
uH(poOpMaIUK, a TaK K€ 3aIMChIBaTh HA HUX 3alllUIIAEMYI0 HH(OpMAIHIO.

CoTpynHUKaM 3ampeliaercs pasriamarh 3alluiaeMylo HH(OpMAaIHIO,
KOTOpas cTajla UM U3BECTHa Mpu padbore ¢ uHGOpMAIMOHHBIMU cucTemMamMu MBY
EP «ICOI'TIBull», TpeTbuM JIUIIaM.

IIpu pabore c¢ II/In B UCII[AH corpyauuku MBY EP «JCOI'TIBull»
00s13aHBl  00ECMEYUTh OTCYTCTBHE BO3MOXHOCTH TpocMoTpa I[IJ[H Tperbumu
JMILaMH ¢ MOHUTOPOB APM mnm TepmMuHaios.

[Tpu 3aBepmennn padbotel ¢ UCII/IH cotpynHuku 00s3anbl 3auuTuTh APM
WIM TEPMHUHAJIBI C TIOMOILBIO OJJOKUPOBKH KJIFOUOM MJIM SKBUBAJIEHTHOTO CPEJICTBA
KOHTpPOJIsl, HalpuMep, AOCTYNOM IO MapoJil0, €CId HE HCHOJB3YITCS Oojee
CUJIbHBIE CPEJICTBA 3AIUTBHI.

Cotpynnuku MBY EP «ICOI'TIBul» nomxkHbl ObITh MPOUHGOPMUPOBAHBI
00 yrpo3ax HapylieHus pexuma OezomacHoOCcTH [IJIH U OTBETCTBEHHOCTH 3a €ro
HapymieHne. OHU JOJKHBI ObITh O3HAKOMJIEHBI C YTBEPXKAECHHOH (opManbHON
MPOLIETYPO HAJIOKEHUSI TUCIMIUIMHAPHBIX B3bICKAHUN HA COTPYJIHUKOB, KOTOPHIE
HapYIIMIU IPUHATHIE TOJIUTUKY U Npolexypsl 0ezonacHocTu [1J1H.

CoTtpynHuku 00s3aHbI 6€3 MPOMEIICHUS CO00IaTh 000 BCeX HAOIIOAaeMbIX
WM TOI03pUTENbHbIX ciydasx padorsl UCII/H, mMorymux mnomiedb 3a coOoi
yrpo3sl Oe3omacHoctu IIJIH, a Takke O BBIABICHHBIX MMM COOBITHSX,
3aTparuBaroimiux Oe3onacHocTh I[IJ[H, pyKOBOACTBY NOApa3ACiCHUs U JIUILY,

OTBEYAKOIIEMY 32 HEMEUICHHOE pearnpoBaHue Ha yrpo3bl Oe3omacHoct [1/]H.

Jo/:xkHOCTHBIE 00s13aHHOCTH ToJib3oBaTeneit UCIIIn
HomkHocTHBIe  00si3aHHOCTH — moJib3oBateneid  WCII[n  omumcanbl B

CJIEIYIOIIUX JTOKYMEHTaXx:
— MHucrpykuus agmuanctparopa UCIIH;
— HWucTtpykuus anmuauctparopa 6ezonacnocta UCII/IH;

— MHucrpykums nons3oarensa UCI/IH;
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— HWHCcTpykumss mnonbp30BaTesis MPU BO3HHUKHOBEHHM BHEIITATHBIX
CUTYyallUK;

OtBercrBeHHOCTH cOTPYAHUKOB UCIIIn MBY EP «IICOI'TIBull»
B cootBerctBHM co cT. 24 DenepanbHoro 3akona Poccuiickoin denepanumn

ot 27 urons 2006 r. Ne 152-®3 «O nepcoHanbHBIX JAHHBIX» JULA, BAHOBHBIE B
HapyleHuu TpeboBaHuil naHHoro denepalbHOrO 3aKOHA, HECYT TPa)KIaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUIUIMHAPHYIO U UHYIO MPEIYyCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit denepaun OTBETCTBEHHOCTD.

JlelicTBytolee 3aKOHOAATENbCTBO PD 1M03BOJIAET MPEABSBIATS TPeOOBAHUS
no oOecrneyeHHio O€30MacHOM paboThl C 3allMIIaeModl HHpopMauuen u
MpeAyCMaTPUBAET OTBETCTBEHHOCTh 32 HAPYLICHHE YCTAHOBJIEHHBIX IPaBHII
skcruryaranu OBM u cucteM, HEMpaBOMEPHBIM TOCTYN K HHPOPMALIUU, €CIIU 3TH
JEUCTBUS MPUBEJIM K YHUYTOXKEHUIO, OJIOKMPOBAaHUIO, MOIU (UK HH(DOPMaALIUH
Wi HapyuieHuto padbotet DBM unm certeit (ctatbu 272,273 u 274 YK PO).

Anvmunuctpatop HWCIIJIH u agMuHHCTpaTop 0€30MacCHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JACHCTBHS, COBEPIICHHBIE OT UIMEHU MX YUETHBIX 3alHCEN
WIM  CUCTEMHBIX  YYETHBIX  3alucei, eclu  He  JoKazaH  (akT
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3alUCEH.

[Ipu wHapywenusix corpynnukamu MBY EP  «IICOITIBull» —
nonb3oBateneit UCIIJIn npaBui, cBsizaHHbIX ¢ O6e3onacHocThio [1JIH, oHu HecyT
OTBETCTBEHHOCTb, YCTaHOBJICHHYIO JNENUCTBYIOIIUM 3aKOHOAATENBCTBOM
Poccuiickont ®enepanum.

[IpuBeneHHbIC BbINIE TPEOOBAHWS HOPMATHMBHBIX JOKYMEHTOB IO 3alllUTE
uH(pOpMAaIUU JOKHBI ObITH OTpakeHbl B [lomoxkenusix o moapazaenenusx MbBY
EP «ICOI'TIBull», ocymectBiastonmx o6padotky Il B UCIHH wu
JOJKHOCTHBIX MHCTPYKUHUSIX cOTpyAHUKOB MBbY EP « {COTI'TIBul».

Heobxomumo BHectu B Ilomoxenuss o moxapasnenenusx MBY EP
«ICOI'TIBull», ocymectBistonmx obpadotky II/ln B MCIIAH cBeaenus o6
OTBETCTBEHHOCTH HWX PYKOBOAUTEIEH W COTPYAHUKOB 3a pasrialleHHe |

HECaHKIIMOHUPOBaHHYIO Monupukanuio (uckaxenue, danbcudukarmio) [1/IH, a
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TAK’KC 3a HCIPABOMCPHOC BMCIIATCIILCTBO B IPOLCCCHI UX aBTOMaTHSHpOBaHHOﬁ

00paboTKH.
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7.CIINCOK HCNO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTUBHO-IIPaBOBBIMH H METOANYICCKUMH
AOKYMEHTaAMH, HA KOTOPbIX 6a3npyeTc51 HacToAmIee ITos10:xeHMe SABJSIIOTCA:

®enepanbHbiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHeIX» (manee — D3 «O mnepcoHAIbHBIX JAaHHBIX»), YCTAHABIMBAIOIIWN
OCHOBHBIEC TMPHUHIMUIILI W YyciaoBusi o00paboTtku IIJIH, mpaBa, oOs3aHHOCTH H

OTBETCTBEHHOCTh YUaCTHUKOB OTHOIICHUH, CBSI3aHHBIX ¢ 00paboTkoi [1/1H.

«Tp€6OBaHHH K 3alIuTC IICPCOHAJIBHBIX OAaHHBLIX IIpHU HX 06pa60TKe B
I/IHCI)OpMaI_[I/IOHHBIX CHUCTCMAaxX IICPCOHAIBHBIX JaHHBIX», YTBCPKACHHOC

[Tocranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPaOOTKH MEPCOHAIBHBIX JIaHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUs CPEICTB aBTOMATHU3AlMM», YTBEPKICHHOE

[Tocranosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[Toctanosnenne IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPXKIECHUU TIEpEUHs] Mep, HaIpaBICHHBIX Ha O0OECNeYeHUE BBIOJHEHUS
o0s3aHHOCTEH, TperycMoTpeHHbIX D3 «O nepCcoHaIbHBIX TaHHBIX» W MTPUHATHIMU
B COOTBETCTBUM C HHUM HOPMATHUBHBIMU TPABOBBIMU aKTaMU, OIEpaTOpaMu,

ABJIIAIOIMUMHUACS TOCYJapPCTBECHHBIMU UJIM MYHUIIUIIAJIBHBIMHU OpraHaMm».

«TpebGoBanus K MaTepuaIbHbIM HOCHUTENSM OMOMETPUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTUSIM XPaHEHUs TaKUX JIAaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TEPCOHAIBHBIX  JAHHBIX»,  YTBEPKICHHBIC

[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.
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HopmatuBHo-MeToanueckue AOKyMeHThl @DenepanbHON  CIyKObl 10
TEXHUYECKOMY M 3KCIEPTHOMY KOHTpodto Poccuiickoit ®enepauuu (manee -

OCTOK Poccun) mo odecneuenuro 6e3zonacHoctu [IJIH mpu ux oOpaboTke B

WUCITx:

bazoBas MOICIIb YI'PO3 0e30macHOCTH IICPCOHAJIbHBIX HNAHHBLIX IIPH HX

o0paboTke B HMH(POPMAIMOHHBIX CHCTEMaX IEPCOHAIBHBIX JaHHBIX, yTB. 3aMm.

nupekropa @CTIK Poccun 15.02.08 r.

Meroauka onpeaeneHusl akTyalbHbIX Yrpo3 0€30MacHOCTU MEPCOHATBHBIX
JaHHBIX OpU MX 00paboTke B HMHQPOPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX

JNaHHBIX, YTB. 3aM. qupektopa PCTOK Pocecnn 15.02.08 r.

[Ipukaz ®CTIK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepxkaeHun TpeOoBanuii o 3amure wuWHGOPMALUM, HE COCTAaBISIONINX
rOCyJIapCTBEHHYIO TaliHY, COJIEPXKAIIUXCS B TOCYIaPCTBEHHBIX MH(POPMAITMOHHBIX

CHUCTEMaAx».

[Ipukaz DCTIK Poccum Ne 21 ot 18 deBpans 2013 roma  «O6
yrBepxacHrH CocTaBa M COACPKAHUS OPraHU3alMOHHBIX U TEXHHUYSCKUX MEp IO
oOecrieueHnt0 0e30MacCHOCTH TEePCOHANIBHBIX JIAHHBIX MPU HX 00paboTKe B

I/IH(l)OpMaI_[I/IOHHBIX CUCTEMax MCPCOHAJIbHBIX JAHHBIX)).

3aMecTUTeIb TUPEKTOpa Cumko H.II.



	1.2 Политика информационной безопасности при обработке ПДн.doc
	Содержание
	Обозначения и сокращения
	Введение
	1.Общие положения
	2.Область действия
	3.Система защиты персональных данных
	4.Требования к подсистемам СЗПДн
	Подсистемы управления доступом, регистрации и учета
	Подсистема обеспечения целостности и доступности
	Подсистема антивирусной защиты
	Подсистема межсетевого экранирования
	Подсистема анализа защищенности

	5.Пользователи ИСПДн
	6.Требования к персоналу по обеспечению защиты ПДн
	Должностные обязанности пользователей ИСПДн
	Ответственность сотрудников ИСПДн МБУ ЕР «ЦСОГПВиИ»
	7.Список использованных источников




